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Presentazione

Benvenuti nel servizio Asco Cloud Connect, la soluzione di Ascotlc basata su Veeam® Cloud Connect per il
Backup e repliche della VM (macchina virtuale) offsite senza i costi e le complessita legati alla realizzazione e
alla manutenzione di un'infrastruttura offsite.

Asco Cloud Connect offre un modo veloce, sicuro e completamente integrato per effettuare il backup, la

replica e il ripristino dal cloud.

Maggiori dettagli sulla soluzione Asco Cloud Connect € disponibile sul portale FAQ di Ascotlc


http://supporto.ascotlc.it/cloudconnect.html

Requisiti
Per usufruire del servizio Asco Cloud Connect occorre avere:

1. Una propria soluzione Veeam Backup&Replication gia presente on premise. La versione non deve
essere inferiore a due major release rispetto all’ultima release rilasciata dal produttore. Maggiori info
sul sito Veeam: https://helpcenter.veeam.com/docs/backup/cloud/cloud connect versions.html

2. Username e password rilasciato da Ascotlc per accedere ai servizi Cloud Connect.

Aggiunta service provider

All’'interno della propria soluzione Veeam, cliccare su BACKUP INFRASTRUCTURE = Add service provider...

LN A WE AN IR S | R il

E| Backup Proxies NAME OWNER 4
£ Backup Repositories 7 vbackup.ascotle.it TenantTest3
EE Scale-out Repositories

£ WAN Accelerators

- a . der.
.;. Service providers | Add service provider |

g &Sureﬁackup E Manage default gateways...

& Application Groups
_ b Virtual Labs

Inserire il service provider vbackup.ascotlc.it

__ Service Provider

r "-I Type in DNS name or IP address and a port number received from the service provider. f you are using more than one service
provider, add a custom description to more easily distinguish between them.

Service Provider DNS name or P address:
|\r::|ackup.ascc|tlc.i‘t
Credertials
Description:
Apply Created by VEEAMTES T Administrator at 09/02/2017 11:06.
Summary
Port:
6180 o

[] Allow this Vieeam Backup & Replication installation to be managed by the service provider

Select this check box if you have managed backup contract with the service provider
you are adding, and want to allow it to manage your installation remotey.

o>


https://helpcenter.veeam.com/docs/backup/cloud/cloud_connect_versions.html

Inserire le credenziali ottenute via mail

/___+ Credentials
C :l Specify credentials that you have received from the service provider, and validate the certfficate.

Service Provider Ig You have connected to service provider vbackup ascotlc it
_ Verffied by: CMN=RapidSSL SHAZ5E CA, O=GeoTrust Inc., C=US

Apply Thumbprint for certificate verfication:

Summary Certfficate is verfied by third party. ~ Verify

E Usemame: |C399&est1
?& Passwaord: ........|

Description:

C5595test 1

| <Pevious | | Net> | Fost || Cancel |

La pagina successiva restituira le risorse sottoscritte disponibili

{___+ Rﬁvﬂllﬂ]jﬁ

The following are cloud backup repositaories your service provider has assigned to you.

Service Provider Available cloud repositories:
) Repository Capacity WAN Acceleration
—Eeis C9939REPtest01 10,0GB Disabled
Apply
Summary

Nel caso abbiate sottoscritto anche risorse di replica vi verranno presentate le seguenti schermate:

Hardware Plans:



/__+ Hardware Plans
The following iz the list of hardware plans assigned to you by your service provider.

Service Provider Awailable hardware plans:

) MName CPU Memary Storage MNetworks  Public IPs
Credentials C9999HPtestO1 1GHz  242GB  C9999STORHe.. 1 1
Resources

Network Bxtension

Apply

Summary




Network Extension

I NEA (Network Extension appliance) & indispensabile per eseguire un partial failover plan in caso di disastro.
E’ necessario configurarlo secondo le specifiche di Veeam. Maggiori info disponibili qui:

https://helpcenter.veeam.com/docs/backup/cloud/cloud network extension appliance.html

Ad esempio:

Network Extension

I.--' "-I Canfigure network esdension appliances to enable partial site failover functionality.
Service Provider Metwaork extension appliances:
) MName Host Production network IP addre Add
D [ivbackupascoticit.. 1921682542 DMZ Obtain :

Resources

MNetwork Extension Appliance Configuration - Remaove

Corfiguration
_ Specily host, resource pool, datastare and network settings for

network extension appliance VM.

i,

Hardware Plans

Apply Host.
Summary |192.168.254.2 | | Choose... |
Resource pool:
|F{esources | | Choose... |
Datastors: L
& |Loca| | | Choose.... | N
e Netwark:
an |DMZ | | Choose... |

() Obtain an IP address automatically

(@ |se the following |P address:

IP address: 192 .168.254. 20
Subnet mask: 256 .255.255. 0
Default gateway: 192.168.254. 1|



https://helpcenter.veeam.com/docs/backup/cloud/cloud_network_extension_appliance.html

Utilizzo del cloud repository

Una volta aggiunto il service provider vbackup.ascotlc.it all’interno delle proprie risorse Veeam, verra
automaticamente reso disponibile un cloud repository dove poter salvaguardare le proprie VMs. L'utilizzo &
il medesimo rispetto ad un repository locale. Durante la creazione di un Backup Job, sara possibile scegliere
come destinazione il cloud repository sottoscritto.

Storage
Ili\ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.
MName Backup proy:
|Mnmatic selection | | Choose...
Wirtual Machines
5 Backup repositary:
| C9999REPtest01 (Cloud repositary) vl
Guest Processing =
= 10.0GBfree of 10.0GE Map backup

Schedule

Il repository cloud e soggetto alle seguenti limitazioni



Utilizzo delle repliche

Una volta aggiunto il service provider vbcakup.ascotlc.it all'interno delle proprie risorse Veeam, verranno
automaticamente rese disponibili le risorse computazionali e di rete contrattualizzate per poter replicare le
proprie VMs.

Per istaurare una replica, tasto destro su Replicas = Replication...

lil LIS

& Cloud

EFJ Replics

] |_:§ Last 2
@ Sug

% Rescan replicas
‘-E Replication...

Inserire il nome della replica e cliccare su next

Mew Replication Job -

Name
% Specify the name and description for this job, and provide information on your DR site.

Name Name:
[TestRep0|
Virtual Machines
Description:
Bl Created by VEEAMTES T\Administrator at 16/02/2017 11:52.
Job Settings
Data Transf
= frEnsier Describe your DR site:
Guest Processing [] Low connection bandwidth {snable replica seeding)
Schedule [[] Separate vitual networks (enable network remapping)
[] Different IP addressing scheme (enable re-IP)
Summary

Selezionare le VMs da voler replicare

Virtual Machines
% Select one or more VMs to replicate. Use exclusion settings to exclude specific VMs and virtual disks from replication.

Name Virtual machines to replicate:

. MName Type Size Add...
R R E?‘.‘\JIN2D‘IZBBB Virtual Machine 40,0 GB
Destination
Job Settings
Data Transfer _
Guest Processing +
Schedule ¥

Su Host and cluster e selezionare cloud host...



Destination

% Specify where replicas should be created in the DR site.

Name Host or cluster:
Vi : | | Choose... |
itual Machines
Viware...
Desnaton [ Cowdhost. |
lob Settings | ” Choose... | I

Scegliere I’hardware plan desiderato

Destination
% Specify where repl

MName

Select host:
a fé’"i Service providers
4 /™5 vbackup ascotlc it {C55595%est1)
' C9999HPtestDl
[+ ¢ vbackup ascotlc it (Tenant Test3)

Virtual Machines

Job Settings
Data Transfer

Guest Processing

Choose.
[[Croose|

Choose...

Scegliere il numero di punti di ripristino che si intendera mantenere delle VMs lato Service Provider

Job Settings
Specify backup repository located in the sounce site to host metadata in, replica suffic and retention policy, and customize
advanced job settings if required.

MName Repository for replica metadata:
Default Back st ated by Vi Back -
Virtual Machines |_ ault Backup Repository (Created by Yeeam Backup)
= 1494 GE free of 150,0GB
Destination
lica settings
Data Transfer = g

Replica name suffoc:

Guest Processing
Restore points to keep: a

Scheduls

Se contrattualizzato, sara possibile impostare la replica tramite WAN accelerator, altrimenti lasciare le

impostazioni di default e cliccare su next
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Data Transfer

é Choose how WM data should be transfemed to the target site.

Name When replicating between remote sites, we highly recommended that you deploy at least one backup
proxy server locally in both sites to allow for direct access to storage.

Virtual Machines Source proxy:

[Butomatic seiction | [ Choose..
Destination

Target proxy:
Job Settings Service provider's proogy Choose

VTR © D

Best for local and off-site replication over fast links.

Guest Processing ) Through built-in WAN accelerators
Schedule Best for off-site replication over slow links due to significant bandwidth savings.
Source WAN accelerator:
Summary
Target WAN accelerator:

Service Provider's WAN Accelerator (Unavailable)

Sul tab Guest processing & possibile decidere se implementare il processo di application-aware che
permette, utilizzando il servizio VSS di Microsoft, di mantenere una consistenza applicativa prima di
eseguire la replica.

Guest Processing
% Choose guest 05 processing options available for unning YMs.

Mame Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing,
Vitual Machines and corfigures the OS5 to perform required application restore steps upon first boot.
- Customize application handling options for individual YMs and applications Applications.
estination
Guest OS5 credentials
Job Settings |7, WIN2D12BBBisdminisirstor (WIN2012BBBiadminisirstor, Isst edited: 1 v| | Add
Data Transfer Manage accounts
_ Customize guest 05 credentials for individual VMs and operating systems
Schedule Guest interaction prosgy:
|A|.rtnmatic selection | | Choose... |
Summary

11



Definizione Failover Plans

Una volta instaurate le repliche delle proprie VMs sara possibile definire n failover plans.

Per creare un failover plan, andare su BACKUP INFRASTRUCTURE - Service providers, cliccare su Failover
plan 2 Cloud VMWare

CLOUD CONMNECT TOOLS

CLOUD CONNECT

L H sBEH AL B

Backup Replication | Backup WM  File | Restore Import Failower

Job Job Copy Copy Copy Backup Plan ~

Primary Jobs Auxiliary Jobs Restore Fz ﬁ‘-m YMware

BACKUP INFRASTRUCTURE im Cloud VMware bject name to se
| Backup Proxies MAME OWN
% Backup Repositories & vbackup.ascotlc.it o991
3 Scale-out Repositories {75 vbackup.ascotlc.it Tenar
£2 WAN Lccelerators
{3 Service providers

4 & SureBackup
LL trnlicstion Groons

Definire un nome per il failover plan

femf Failover Plan
i Type in @ name and description for this failover plan.

|E1uud failover plan test01|

Wirtual Machines
Description:
Defautt Gateways Created by VEEAMTES T\Administrator at 16/02/2017 12:24.

Public IP Addresses

Summary

Inserire le VMs replicate all’interno del piano

Select virtual machine:

Job name Last restore point WM count Restore points count
4 .{QTestF{epm 16022017 121735 1
[[7IWIN2012BEB less than a day ago (12:... 1




Controllare le impostazioni di rete

penl Default Gateways
. Specify default gateways for all production |P networks. This information is used by network extension appliance during the full

¢ sitefailover.
Failover Flan Default gateways:

) Cloud network IP network Default gateway
Virtual Machines C9999HPtest0T network 1 fntemet)  255.255.255.0 192,168 254 1
Default Gateways

Sul tab Public IP address si possono definire varie regole di NAT per reindirizzare all’esterno eventuali
servizi offerti dalle VMs in caso di full failover. Nell’esempio seguente si definisce una regola di NAT per la
porta 80 dell’IP pubblico 80.86.144.83, alla porta 80 dell’IP privato della VM WIN2012BBB.

o n Public IP Addresses

. Assign public IP addresses supplied by your service provider to WMs in the failover plan. Public IP address enables connecting to
( | a VM from the intemet after full site failover.

Failover Flan Assign public IP addresses to use during full site failowver
WM name Mapping rule Description Add...

Virtual Machines e ot \—‘
Default Gateways Public IP Address Mapping Rule
Public IP Add Replica WM:

|WIN2012BBB | [ Addm
Summary

Public IP address: Port:

|80.86.144.83 vlpo

Intemal IP address of replica VM: Port:

|192.168.254.12 vl E

Description:

CRM test aziendale]

NB. Queste regole verranno implementate solo ed esclusivamente in caso di Full Failover, cio significa che il
e VM protette, né I'istanza sorgente di VEEAM.

sito primario non esiste pill e non sono piu recuperabili né

VEEAM impone delle limitazioni sulle regole che si possono implementare. Maggiori info sono reperibili qui:
https://helpcenter.veeam.com/docs/backup/cloud/cloud network extension appliance.html
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https://helpcenter.veeam.com/docs/backup/cloud/cloud_network_extension_appliance.html

Ripristino da un backup

Il ripristino di una VMs (o parte di essa), viene eseguito nelle stesse modalita per il ripristino da un
repository locale. Per eseguire un ripristino, cliccare sul pulsante Restore dalla Home page del proprio

Veeam

i

HOME
C-

L H BN AL @

Backup Replication Backup VM  File  Restore Import Failover

Job Job Copy Copy Copy Backup Plan ~
Primary Jobs Auxiliary Jobs Restore Failover Plans

BACKUP & REPLICATION Q Type in an object name to search for

4 % Jobs
iFIE Backup Restore Options “
11 Replication What would you like to do? E*

4 L Backups L%
=¥, Disk
& Cloud -

4 [ Replicas E% Restore from backup - Restore from replica
E} Active (1) = =

3?] Failover Plans

4 @ Last 24 hours 2 Instant VM recovery () Failover to replica
E; Running (1) @) Entire VM {including registration) ) Planned failover
¥ Success ) VM hard disks () Failback to production
[+
) VMfiles (VMDK, V) ) Guest files (Windows)
) Guest files (Windows) D) Guest files {other 05)
() Guest files (other O5) ) Application items

O Mpplication items

Il wizard vi aiutera nel processo di ripristino. L’utilizzo di un repository cloud impone alcune limitazioni.

Sara comunque possibile, ad esempio, ripristinare I'intera VMs o parte di essa. Se la VMs & basata su SO
Microsoft, sara possibile anche ripristinare il singolo file.



Partial failover

In caso in cui si renda necessario il recovery sul sito lato service provider di una sola VM, o di una parte del

sito primario, si puo lanciare un partial failover.

Requisito: la VM sorgente deve essere spental!l

Per lanciare il failover di una specifica VM, cliccare sulla VM replicata - Failover now..

=
REPLICA

BBOEB B &9D9&%R%

Al le

Failover Planned Undo Permanent Add to Failbackto Undo Commit | Guest Application | Properties Remove
Now Failover Failover Failover Failover Plan ~ | Production Failback Failback | Files~  ltems ~ from ~
y Failover Failback Restare Manage Replica
BACKUP & REPLICATION q Type in an ohject name to search for
, 4 1 Jobs NAME T JOB NAME TYPE STATL
1 Replication 151 WIN2012BBB [ Failover Now... Cloud Read)
=] - =
4 Elj;‘iwhm £ WIN2012BBB T3 Planned Failover... Cloud Ready
Eile Ready o
—_— gs"' Add to failover plan
b gl Failover Plans
4 ['—4; Last 24 hours Failback to production...
=
[fpsticee==s 5 Restore guest files
A} Restore application items
Remove from configuration
g Delete from disk
] Properties...
Selezionare il punto di ripristino desiderato
I_I Virtual Machines
I ! ; Virtual Machines
Reason |
Name Size  Restore point | Add VM |
I
Summary | owWINZ012BBB 145GB  lessthan a day ago (12:12 venerdi 17/0... |

Remave

Inserire una descrizione per tenere traccia dei restore eseguiti e cliccare su Finish.

Il sistema in automatico provvedera ad abilitare i due NEA (lato provider e lato tenant), abilitare il canale di
comunicazione e accendere la VM lato service provider.

Maggiori informazioni sulla gestione del partial failover sono disponibili sul portale VEEAM

https://helpcenter.veeam.com/docs/backup/cloud/cloud connect partial site failover.html
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https://helpcenter.veeam.com/docs/backup/cloud/cloud_connect_partial_site_failover.html

Failback to production (from partial failover)

Per far tornare la propria VM all’interno dello scenario di produzione cliccare su failback to production

55998 B &9&8uE &

“ailover Planned Undo Permanent Add to Failbackto Undo Commit | Guest Application | Properties Remove
Mow  Failover Failover Failover Failover Plan = | Production Failback Failback | Files ltems = from
Failover Failback Restore Manage Replica
IACKUP & REPLICATION Q Twpe in an abject name to search for
1 -“_q Jobs JOB MAME NAME s
4 Replication i1 Replicatesti : Ty F
i EEI Replicas Failover Mow...
&1 Failover Plans Planned Failowver...
' [ Last24 hours 3 Undo Failover
@ Success E;" Add to failover plan »

|§_ Failback te production...

Reconnect

In questo modo tutte le modifiche applicate alla VM all’interno del sito del service provider verranno
riportate all’interno del sito primario. L'interfaccia vi dara comunque la possibilita di scegliere varie
modalita di ripristino della VM replicata

Destination
@ | Choose the destination for failback operation.

Replica ® Failback to the original VM
Use i your production site is restored without any infrastucture changes, and the orginal WM is stil
_ present at the same location. Only differences between existing virtual disks and their actual state
on replica will be transfered over the networc.
LT ) Failback to the original VM restored in a different location

lUse if you have restored the original VM from backup to a location that is different from original.
Only differences between existing virtual disks and their actual state on replica will be transfered
over the netwar:.

() Failback to the specified location (advanced)
Use if you do not have original WM remains available amywhere in the failback destination
site. Actual state of entire replica’s virtual disks will be transfemed to the destination site,
resulting in significant network traffic.

Restore VM tags

Select thiz option to restore tags that were assigned to the orginal VM when replica restore
point used for faillover was created.

1. Replica YM will be powered off for the duration of faiback.

Pick backup proxies for data transfer

NB. Durante le operazione di failback non devono esserci repliche attive!

16



Una volta terminate le operazioni di failback e verificata la bonta della VM ripristinata sul sito primario,
rimane da dare il commit.

BBEOBE B &9&8uNE =F X

Failover Planned Undo Permanent Add to Failbacktc Undo Commit @ Guest Application | Properties Remove
Mow  Failover Failover Failover Failover Plan ~ | Production Failback Failback | Files ltems ~ from
Failover Failback Restore Manage Replica
3ACKUP & REPLICATION Q) Type in an object name to search for
4 %Jobs JOB NAME MNAME STATUS T
fg’] Replication & Replicatest1 pRALaRRR Failback
q EEI Fims E) Failover Now...
E_E"Acﬁm(“l) '_L') Planned Failover...
&i Failover Plans &% Add to failover plan 3
o
4 [ Last 24 hours EL  Failback to production...
= 3
[iceess (22 Commit Failback
<) Undo Failback
¥ Reconnect

A questo punto il sistema provvedera a spegnare i due NEA.

17



Full failover

In caso che si debba ripristinare I'intero sito € possibile lanciare il full failover. In questo scenario I'intera
infrastruttura virtuale di produzione € compromessa, inclusi i server di backup VEEAM di produzione. Per
lanciare il full failover collegarsi al seguente sito:

https://connectportal.ascotlc.it:6443/

Inserire le credenziali fornite al momento della sottoscrizione del contratto.

€ ) @ httpsy//connectportal ascotlcit:6443 ¢ | |- Google pal

Ascotlc - innovation business partner*

Cloud Connect Portal

Type in your credentials:

User | C6701234test01

Password | sessesss|

[ "] Remember me

Selezionare il failover plan e cliccare su Start

Ascotlc - innovation business partner®

Cloud Connect Portal

C6701234test02

=] (») Start
FAILOVER PLANS

SESSIONS HISTORY

NAME T VMS LOCATION STATE

Cloud failover plan test02 1 C9999HPtest01 Ready

Attendere che lo stato del failover plan sia su completed.

In base alle regole di NAT precedentemente definite all’interno del failover plan, i servizi saranno fruibili
attraverso gli IP pubblici contrattualizzati.

Ascotlc - innovation business partner®

Cloud Connect Portal

C6701234test02 Sign out

FAILOVER PLANS

NAME T VMS LOCATION STATE

Cloud failover plan test02 1 C9999HPtest01 Completed
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Failback to production (from full failover)

Una volta ripristinato il sito di produzione e I'istanza VEEAM originale & possibile riportare le proprie VMs

all'interno del sito di produzione.

Le possibilita sono due:

1. Gestire il failback di ogni singola replica come partial failover. In questo modo si puo gestire il
ritorno in produzione step by step e decidere se replicare le modifiche effettuate sul sito del
provider all’interno del proprio sito di produzione (vedi partial failover).

2. Gestire il failback di tutta I'infrastruttura ed eseguire un Undo del failover plan (Full failover). In
guesto caso le modifiche non verranno replicate dal sito del provider al sito primario e le VMs

devono essere gia a disposizione all'interno del sito primario.

Per eseguire un full failover collegarsi al portale cloud connect e cliccare su Undo

Ascotlc - innovation business partner® )
C6701234test02 Sign out

Cloud Connect Portal

FAILOVER PLANS

SESSIONS HISTORY

NAME * VMS LOCATION STATE

Cloud failover plan test02 1 C9999HPtest01 Completed

In questo caso le VMs e il NEA all’interno del sito del provider verranno spente. Sara cura del cliente

riattivare le VMs lato sito primario.
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Limitazioni

La soluzione Cloud Connect di Veeam ha le seguenti limitazioni:

1. Veeam Backup & Replication does not support backup copy jobs if the cloud repository is used as a
source backup repository. The backup copy job must use a backup repository configured locally on
tenant's side as a source one.

2. Instant VM Recovery and multi-OS file-level restore for backups in the cloud repository are not
supported.

Maggiori info sono disponibili su:

https://helpcenter.veeam.com/docs/backup/cloud/cloud connect limitations.html

()ASCOTIC

AscoTlc Spa - Via Friuli, 11
31020 - San Vendemiano (TV)
Tel 0438402661
Fax 0438 403124
Mail supporto@ascotlc.it
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